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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time maybe available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely, 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

- - - Any, re pi yTece i ved . by_th ejOffi ce^ I ater^th a n _th ree^ mo nths^afterjh e_ mail in g dat e of thiscommunication , even if_timely filed , _may_ reduce an v: __ 

earned patent term ad j ustment. See 37 CFR 1.704 fb). 



Status 

1 )M Responsive to communication(s) filed on 01 November 2000 . 
2a)n This action is FINAL. 2b)l3 This action is non-final. 

3) n Since this application is in condition for allowance except for fomnal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parfe Quay/e, 1935 CD. 11, 453 O.G. 213. 
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DETAILED ACTION 

1 . This action is in response to the comnnunication filed on Novennber 1 , 2000. 
_ClaimsJ^3Z.were^receiv.edJorxonsideration.^No^prelirninary^ 

claims were filed. Claims 1 - 37 are currently under consideration. 

Information Disclosure Statement 

2. An initialed and dated copy of Applicant's IDS form 1449, paper No. 3, is 
attached to the Office action. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1- 37 are rejected under 35 U.S.C. 102(b) as being anticipated by He 
(U.S. Patent 5,944,824). 

Regarding claim 1, He discloses: 

A method of managing a telecommunications network, comprising: 
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logging a user into a network managennent systenn (NMS) using a first password 
(Figure 5, column 4 lines 5-18, column 5 lines 6-15); and 

connecting the NMS to a network device using a second password (column 6 

linesm-67rG0lumn~9-lines^4-56) . 



Regarding claim 25, He discloses: 

A method of managing a telecommunications network, comprising: 

storing an authorized user list in a first data repository, wherein the authorized 
user list includes a stored identification for each authorized user (column 4 lines 12 - 
30, column 5 lines 7 - 26); 

detecting a log-on request from a user at a network management system (NMS), 
wherein the log-on request includes a first identification (column 4 lines 9-11); 

comparing the first identification in the log-on request to the stored identifications 
in the authorized user list (column 4 lines 12-30, column 5 lines 7-15); 

generating a user profile managed object (LMO) at the NMS if the first 
identification matches a stored identification in the authorized user list, wherein the user 
profile LMO includes user profile data corresponding to the matching, stored 
identification in the authorized user list and wherein the user profile data is stored in the 
first data repository (column 6 lines 60 - 67, column 9 lines 24 - 56); 

detecting a request from the user for access to a network device through the 
NMS (column 4 lines 9-11); and 



Application/Control Number: 09/703,600 Page 4 

Art Unit: 2131 

connecting the NMS to the network device utilizing user profile data fronn the user 
profile LMO, including a second identification (colunnn 6 lines 60 - 67, colunnn 9 lines 24 
- 56, column 1 0 lines 25 - 37). 



Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, He discloses: 
The method of claim 1 , wherein logging a user into a NMS using a first password 
comprises: 

receiving a log-In request from the user through the NMS, wherein the log-in 
request includes the first password (column 4 lines 9-11). 

Claim 18 is rejected as applied above in rejecting claim 1 . Furthermore, He discloses: 
The method of claim 1 , wherein the network device is a first network device and 

wherein the method further comprises: 

connecting the NMS to a second network device using a third password (column 

3 lines 62 - 66, column 6 lines 60 - 67, column 8 lines 12-25, column 9 lines 24 - 56, 

column 10 lines 25 - 37). 

Claim 21 is rejected as applied above in rejecting claim 1 . Furthermore, He discloses: 
The method of claim 1 , wherein the user is a first user and wherein the method 
further comprises: 
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logging a second user into the NMS using a third password (column 3 lines 62 - 
66, column 6 lines 60-67, column 8 lines 12-25, column 9 lines 24 - 56, column 10 
lines 25 - 37); and 

- - connecting Jhe^NMS-toJhe network^device using^aJourth^password^colum^^ 

lines 62 - 66, column 6 lines 60 - 67, column 8 lines 12-25, column 9 lines 24 - 56, 
column 10 lines 25 - 37). 

Claim 24 is rejected as applied above in rejecting claim 1 . Furthermore, He discloses: 
The method of claim 1 , wherein the NMS includes an NMS client and an NMS 

server and wherein logging a user into a network management system (NMS) using a 

first password comprises: 

receiving a log-in request from the user though the NMS client, wherein the log-in 

request includes the first password (Figure 5, column 4 lines 5-18, column 5 lines 6 - 

15); and 

sending the user the log-in request, including the first password, to the NMS 
server (Figure 5, column 4 lines 5-18, column 5 lines 6-15); and 

wherein connecting the NMS to a network device using a second password 
comprises: 

connecting the NMS server to the network device using the second password 
(column 6 lines 60 - 67, column 9 lines 24 - 56). 



Claim 26 is rejected as applied above in rejecting claim 25. Furthermore, He discloses: 
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The method of claim 25, wherein the stored identification and the identification in 
the user log-in request comprises a username (column 5 lines 7-14). 

_Claim.27Lis^rejected^as.applied.aboveJn^nejectingxlaim.25.^Eurthermore,^He^discl^ 

The method of claim 25, wherein the stored identification and the first 
identification in the user log-in request comprises a password (column 5 lines 7-14). 

Claim 28 is rejected as applied above in rejecting claim 25. Furthermore, He discloses: 

The method of claim 25, wherein the stored identification and the first 
identification in the user log-in request comprise a username and a password (column 5 
lines 7 - 14). 

Claim 29 is rejected as applied above in rejecting claim 25. Furthermore, He discloses: 
The method of claim 25, wherein the second identification comprises a username 
(column 6 lines 60 - 67, column 9 lines 24 - 56). 

Claim 30 is rejected as applied above in rejecting claim 25. Furthermore, He discloses: 
The method of claim 25, wherein the second identification comprises a password 
(column 6 lines 60 - 67, column 9 lines 24 - 56). 

Claim 31 is rejected as applied above in rejecting claim 25. Furthermore, He discloses: 
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The method of claim 25, wherein the second identification comprises a username 
and a password (column 6 lines 60 - 67, column 9 lines 24 - 56). 

.CIaim.33.is^rejected^as.applied^aboveJn^rejectingxlaim-25_Eurthermore,-He^disclose 
The method of claim 25, wherein the first data repository is a central database 
and the stored identification in the authorized user list are stored in tables in the central 
database (column 4 lines 12-30, column 5 lines 7-15). 

Claim 34 is rejected as applied above in rejecting claim 25. Furthermore, He discloses: 
The method of claim 25, further comprising: 

changing the second identification in the user profile data in the first data 
repository (column 8 lines 12 - 46); 

detecting another log-on request from the user at the NMS, wherein the log-on 
request includes the first identification (column 4 lines 9-11); 

comparing the first identification in the log-on request to the stored identifications 
in the authorized user list (column 4 lines 12 - 30, column 5 lines 7-15); 

generating a user profile logical managed object (LMO) at the NMS if the first 
identification matches a stored identification in the authorized user list, wherein the user 
profile LMO includes the changed second identification stored in the first data repository 
(column 6 lines 60 - 67, column 9 lines 24 - 56); 

detecting a request from the user for access to the network device through the 
NMS (column 4 lines 9-11); and 
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connecting the NMS to the network device utilizing the user profile data fronn the 
user profile LMO, including the changed second identification (column 6 lines 60 - 67, 
column 9 lines 24 - 56, column 1 0 lines 25 - 37). 



Claim 35 is rejected as applied above in rejecting claim 25. Furthermore, He discloses: 
The method of claim 25, wherein the user request is a first user request and the 

network device is a first network device, and wherein the method after comprises: 

detecting a second request from the user for access to a second network device 

through the NMS (column 4 lines 9-11); and 

connecting the NMS to the second network device utilizing the user profile data 

from the user profile LMO, including a third identification (column 6 lines 60 - 67, 

column 9 lines 24 - 56, column 1 0 lines 25 - 37). 

Claim 3 is rejected as applied above in rejecting claim 2. Furthermore, He discloses: 

The method of claim 2, wherein the log-in request further includes a username 
and wherein logging a user into an NMS using a first password further comprises: 

searching a list of users for a match with the username in the log-in request 
(column 5 lines 7-26); 

denying access to the user if the username in the log-in request is not found in 
the list of users (column 5 lines 7 - 26); and 

validating the first password if the username in the log-in request is found in the 
list of users (column 5 lines 7 - 26). 
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Claim 10 is rejected as applied above in rejecting claim 2. Furthermore, He discloses: 
The method of claim 2, wherein logging a user into an NMS using a first 

password further comprises: _ __ 

validating the first password (column 5 lines 7 - 26); and 

generating a user profile logical managed object (LMO) in response to the log-in 

request if the first password is validated, wherein the user profile LMO includes the 

second password (column 6 lines 60 - 67, column 9 lines 24 - 56). 

Claim 19 is rejected as applied above in rejecting claim 18. Furthermore, He discloses: 
The method of claim 18, wherein the second and third passwords are the same 
(column 6 lines 60 - 67, column 7 line 56 - column 8 line 33). 

Claim 20 is rejected as applied above in rejecting claim 18. Furthermore, He discloses: 

The method of claim 18, wherein the second and third passwords are different 
(column 6 lines 60 - 67, column 7 line 56 - column 8 line 33). 

Claim 22 is rejected as applied above in rejecting claim 21 . Furthermore, He discloses: 
The method of claim 21 , wherein the second and fourth passwords are the same 
(column 6 lines 60 - 67, column 7 line 56 - column 8 line 33). 

Claim 23 is rejected as applied above in rejecting claim 21 . Furthermore, He discloses: 
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The method of claim 21 , wherein the second and fourth passwords are different 
(column 6 lines 60 - 67, column 7 line 56 - column 8 line 33). 

.CIaim32Js.rejected.as^applied^abO-veJn.rejectingxlaim.3.1_Eurthermore,=H 

The method of claim 31 , wherein the username comprises a group access level 
and the password corresponds to the group access level (column 5 lines 7 - 49). 

Claim 36 is rejected as applied above in rejecting claim 35. Furthermore, He discloses: 

The method of claim 35, wherein the second and third identifications are the 
same (column 6 lines 60 - 67, column 7 line 56 - column 8 line 33). 

Claim 37 is rejected as applied above in rejecting claim 35. Furthermore, He discloses: 
The method of claim 35, wherein the second and third identifications are different 
(column 6 lines 60 - 67, column 7 line 56 - column 8 line 33). 

Claim 4 is rejected as applied above in rejecting claim 3. Furthermore, He discloses: 

The method of claim 3, wherein the list of users is stored in a central data 
repository (column 4 lines 12-30, column 5 lines 7-15). 

Claim 6 is rejected as applied above in rejecting claim 3. Furthermore, He discloses: 
The method of claim 3, wherein validating the first password comprises: 
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comparing the first password with a password associated with the username in 
the users list (column 5 lines 7 - 26); 

denying access to the user if the first password does not match the password 
.associated^withJhe-UsernameJnJhe list-oiusers^(column^5Jines^7^26); and 

granting access to the user if the first password does match the password 
associated with the username in the list of users (column 5 lines 7 - 26). 

Claim 1 1 is rejected as applied above in rejecting claim 10. Furthermore, He discloses: 
The method of claim 10, wherein the user profile LMO is generated utilizing user 
profile data, including the second password, stored in a central data repository (column 
6 lines 60 - 67, column 9 lines 24 - 56). 

Claim 12 is rejected as applied above in rejecting claim 10. Furthermore, He discloses: 
The method of claim 10, wherein connecting the NMS to a network device using 

a second password comprises: 

detecting a user request at the NMS for access to the network device (column 4 

lines 9-11); and 

connecting the NMS to the network device utilizing user profile data from the user 
profile LMO, including the second password (column 6 lines 60 - 67, column 9 lines 24 
- 56, column 1 0 lines 25 - 37). 

Claim 5 is rejected as applied above in rejecting claim 4. Furthermore, He discloses: 
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The method of claim 4, wherein the central data repository is a relational 
database and the list of users is stored in a table in the relational database (column 4 
lines 12 - 30, column 5 lines 7-15). 



Claim 7 is rejected as applied above in rejecting claim 6. Furthermore, He discloses: 
The method of claim 6, wherein, after granting access to the user, logging a user 

into an NMS using a first password further comprises: 

generating a user profile logical managed object (LMO) in response to the log-in 

request, wherein the user profile LMO includes the second password (column 6 lines 60 

- 67, column 9 lines 24 - 56). 

Claim 13 is rejected as applied above in rejecting claim 12. Furthermore, He discloses: 

The method of claim 12, wherein the user profile data further includes an IP 
address for the network device (column 4 lines 12-30, column 5 lines 7-15). 

Claim 15 is rejected as applied above in rejecting claim 12. Furthermore, He discloses: 

The method of claim 12, wherein the user profile data further includes a 
username corresponding to the second password (column 6 lines 60 - 67, column 9 
lines 24 - 56, column 10 lines 25 - 37). 

Claim 17 is rejected as applied above in rejecting claim 12. Furthermore, He discloses: 
The method of claim 12, further comprising: 
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detecting a request for data corresponding to the network device fronn the user at 
the NMS colunnn 4 lines 9-11); and 

retrieving data fronn the network device through the NMS and in accordance with 

_one^or^nrnore_group^nanriesJnJhe^user^profile^data4colunnn^6Jines^60^6Z 

lines 24 - 56, colunnn 10 lines 25 - 37). 

Clainn 8 is rejected as applied above in rejecting clainn 7. Furthernnore, He discloses: 
The method of claim 7, wherein the user profile LMO is generated utilizing user 
profile data, including the second password, stored in a central data repository (column 
6 lines 60 - 67, column 9 lines 24 - 56). 

Claim 14 is rejected as applied above in rejecting claim 13. Furthermore, He discloses: 
The method of claim 13, wherein the user profile data further includes a database 
port number for the network device (column 4 lines 12-30, column 5 lines 7-15). 

Claim 16 is rejected as applied above in rejecting claim 15. Furthermore, He discloses: 

The method of claim 15, wherein the username corresponds to a group access 
level (column 5 lines 7 - 49). 

Claim 9 is rejected as applied above in rejecting claim 8. Furthermore, He discloses: 
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The method of claim 8, wherein the central data repository is a relational 
database and the user profile is stored in at least one table in the relational database 
(column 4 lines 1 2 - 30, column 5 lines 7-15). 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 703- 
305-8892. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 
3900. 
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